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CouNTY of SANTA BARBARA

Multi-Factor Authentication for Android Mobile App

The County of Santa Barbara has enabled Multi-Factor Authentication (MFA) for your Office 365 account. MFA is an
authentication method that requires more than one verification method for users when signing into the Office Portal. When you
log into your County Office Portal (i.e., Office 365 account) from outside the County network you will be required to enter your
County username and password, as well as a verification code. To receive the verification code, a one-time setup of the MFA
verification method is required.

Sign out of your OWA email on personal desktop and close browser
Navigate to http://myaccount.microsoft.com
Click on Security info

Security info

UPDATE INFO

Devices

Select Add method in the Security info pane

Contoso My Profile R Search

~, Overview

Security info

» Security info These are the methods you use to sign into your account or reset your password.

E=3 Organizations
-+ Add method

£l Devices R ;
No items to display.

O Privacy
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Select Authenticator app from the drop-down list, and then select Add

Add a method

Which method would you like to add?

Authenticator app v

After the Microsoft Authenticator App is downloaded and installed on your mobile device, click Next

Security info

) Item Microsoft Authenticator
Start by getting the app
~
o On your phone. install the Microsoft Authenticator app, Download now
After you install the Microsoft Authenticator app on your device, choose “Next
-
| want to use a different authenticator app

ca"( 'I m

[

After you click Next from above, click Next from the below screenshot

Microsoft Authenticator

ISet up your account

If prompted, allow notifications. Then add an account, and select "Work or school’
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Download & Install the Google Play Store — Microsoft Authenticator app on your Android

Microsoft Authenticator

n Microsoft Corporation Business %ok ok k4 484557 &

€ Everyone

A You don't have any devices

[2] Add to wishiist

Sign in without Sign in with your Autofill passwords More security, for
your passwords phone Qapescidat all your accounts

w—n

Click Next after installation of app is complete

Keep your account secure

Method 1 of 2: App

(/) 2

App Phone

Microsoft Authenticator

Start by getting the app

\
o On your phone, install the Microsoft Authenticator app. Download now
After you install the Microsoft Authenticator app on your device, choose "Next
K

| want to use a different authenticator app

I want to set up a different method

Your organization requires you to set up the following methods of proving who you are.
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Open the Microsoft Authenticator app on your mobile device and touch “+” to add an account

Accounts H

Let's add your first account!

For further assistance, see the Help section in the
menu

= Accounts +

Ready to add your
first account?

Begin recovery
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10. Click Work or school account

<  Add account

What kind of account are you adding?
=. Personal account @

=. Work or school account @

Other account (Google, Facebook, etc.) ®

11. Tap Allow on your mobile device to allow the app to scan the QR code on your computer screen

[] Allow Authenticator
to take pictures and
record video?

DENY  ALLOW
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Hold your mobile device's back camera over the QR code on the computer monitor. Once the

scan is complete, click

{ Back  Scan QR code

Your account provider will display a QR code

Or enter code manually

IScan the QR code

Back
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July 2021

6|Page



https://countyofsb.sharepoint.com/sites/SBCLearnM365/
https://countyofsb.sharepoint.com/sites/M365Project

ICT Operations Center
+1 805 692 1700

CouNnTY of SANTA BARBARA

one M365 Learning Hub
We are One County With One Future COUNTY M365 Migration Overview
one
FUTURE

13. A push notification will automatically be sent to your mobile device to Approve

Keep your account secure

Your organization requires you to set up the following methods of proving who you are.
Method 1 of 2: App

] :

App Phone

Microsoft Authenticator

N Let's try it out

Approve the notification we're sending to your app.

Resend notification

Back

I want to set up a different method

14. Touch Approve on your mobile device to finalize the Microsoft Authenticator app setup

Approve sign-in?

DENY  APPROVE
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Click Next

<

Confirmation that the Microsoft Authenticator App was successfully installed will appear

These are the methods you use to sign into your account or reset your password

Default sign-in method: 3 Change

-+ Add method

% Phone Chang

©  Microsoft Authenticator

Lost device? Sign out everywhere

Microsoft Authenticator app was successfully x

SeCU r|ty | NfO registered

Wed, 21 Apr 2021 17:28:52 GMT

Make sure “Microsoft Authenticator” is shown as a sign-in method

K Knowledgebase > nsert Article X g My Sign-ins

<« C @ mysignins.microsoft.com,
My Sign-Ins
R Overview Security info
These are the methods you use 1o Sign into your account of reset your Password.
< Organizations in mathod: Microsaft - notification Change
O Devices { Add method

B Privacy

( Done!
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Select Add method in the Security info pane

Contoso My Profile L Search

M, Overview

Security info

These are the methods you use to sign into your account or reset your password

WO

» Security info

£=3 Organizations
- Add method

B Devices i ;
No items to display.

0 Privacy

Select Phone from the drop-down list

Security info

No items to disg  Add a method

Authenticator app
Authenticator app
Alternate phone

Office phone

Click Add

Add a method

Phone
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Enter in your mobile number and click Next

Phone

You can prove who you are by answering a call on your phone or

texting a code to your phone
What phone number would you like to use?

United States (+1) ¥ Enter phone number

®) Text me a code
Call me

Message and data rates may apply. Choosing Next means nulﬂ'you
agree to the Terms of service and Privacy and cookies statement

Cancel | |

Enter the code you received on your mobile device and click Next

Phone

enter code  ffmmm——

We just sent a 6 digit code to +1 . Enter the code below.

Back

Click Done

P

1one

BMS verified. Your phone was registered suc.u.'ss;fullyj

Once you complete the instructions to specify your additional verification method, the next time you sign
into Microsoft 365, you will be prompted to provide the additional verification information or action, such
as typing the verification code provided by your authenticator app or sent to you by text message.
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