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CounTy of SANTA BARBARA

M365 for Mobile Workers
Multi-Factor Authentication for iOS and Android Mobile App

Overview

The County of Santa Barbara is moving several key IT services into the cloud leveraging Microsoft's offering called Microsoft
365 (M365, formerly 0365). Email (Exchange/Outlook), Unified Communications (Skype/Teams), and Collaboration
(SharePoint/One Drive) will soon be cloud hosted.

In order to ensure data security of County information stored in the cloud, the County of Santa Barbara leverages Multi-Factor
Authentication (MFA) for access to your Microsoft 365 account. MFA is an authentication method that requires more than one
verification method for accessing your email, Microsoft Teams, and all other Microsoft 365 resources. MFA must be
configured by each M365 user prior to accessing email, Team or other data in the cloud.

Audience

These configuration instructions have been prepared for County workers who do not have access to a County computer or
laptop — or who will use an iOS device to configure their MFA settings.

Preparation

County IT must register you as a Mobile Device User in M365 prior to first use. Please confirm that you have been granted
M365 mobile access security?.

**Please note
It is very important that you set up at least two MFA methods. This will prevent you from getting locked out of M365 in the
future if one of your devices (methods) is lost or fails:

1. with personal or work device, and

2. Alternate phone with the option of a voice call or text.

L IT Professionals please make sure to place the user in the Departmental Mobile Access Group, and place the userin the Departmental Mobile App Policy
Group
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On your mobile device
download & Install
from Apple

store oniOS and/or iPad

a. OpenyouriOSdevice
and/oriPad

b. Tapthe App Storeicon
which will already be on
your device

c. Inthe Search field typein
MFA Authenticator and tap
Search

d. Taptodownloadtoyour
phone

e. EnterinyourAppleID and
password toinstall the app

Click Set up

< (1] A @ account i com ¢

Additional security verification

o

Open the Microsoft
Authenticator App

Navigateto the Home screen on
yourmobiledeviceand open
Safari

Typein
login.microsoftonline.com

Sign in using your County of
SantaBarbara email address and
tap Next

Enter in your password and tap
Signin

When the QR code appears,
switch to the authenticatorapp
andtap Skip untilyou can
select Add Account and select
Work Account.

Setting up the Microsoft Authenticator App on iOS device
Office 365 MIFA Setup withouta PCon an iPhoneoriPad - YouTube

You will receive a prompt
indicating more information is
required. Click Next

More information required

Multi-Factor Authentication for iOS/Android App

Authenticator App: Click Work
or school account

3:azpPm  Tue Jul 21
£ Accounts

JUNT ARE YOU ADDING?

Personal account

Work or school account

R Other (Google, Facebook, etc.)
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Click OK toallow yourcamera
to scan the QR code

Enter the code and tap Done

Select You mustallow
push notifications from the
authenticator appin order for
MFAto work.

“Authenticator” Would Like to
Send You Notifications

Notifications may include alerts,
sounds and icon badges. These can be

configured in Settings.

Allow

ICT Operations Center
(805) 692 1700

M365 Learning Hub

M365 Migration Overview

Go back to Safariand copy the
URL.

Go back to Safariand tap Next

Multi-Factor Authentication for iOS/Android App

Switch back to safari and write
down thecode. Then switch
back to Authenticator and
enter the code.

Pastethe URLinto the URLfield
in the Authenticatorapp and
tap Finish

{ Scan QR code

215342441 /

https://mobileappcommunicator.auth. microsoft.com/mac/MobileAppCommu

———

Tap Nextoncemoreand
respond to the notification
fromthe Authenticatorapp.
Tap Approve

Go back to Safariand tap Done.
Your Authenticator App has
been successfully installed.

*Do notstop here - Settingup Primary (MS Authenticator) and alternate (Phone call) methods for authentication*®
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Setting up Primary (MS Authenticator) and alternate (Phone call) methods for authentication

On your phone mobile browser,
navigateto
https://mysignins.microsoft.co

m/security-info and enter your
SBC email and tap Next.

A @ login.microsoftoniine.com

B Microsoft
Signin
mreader@countyofsb.org

gwer tyuiop
asdf gh j kI
& z x cvVbnm@&

®

Click Approve

£

Approve sign-in?
County of Santa Barbara
mreadercountyolst org

Unlock \

Multi-Factor Authentication for iOS/Android App

Enter in your password and tap

Signin

@ login.microsoftonline.com

e

 mreader@countyofsb.org
Enter password
ssssssssss
Your account will be remembered on this device

By use of this system you must agree to
and adhere to the County of Santa Barbara
Acceptable Use Policy See the full
document for more information:
http:/fwww.countyofsb.org/gs/asset.c/640

Forgot my password

Enter in your phone passcode

T

Enter iPhone passcode for
"Authenticator”
‘You need to confirm your sign in with biometrics.
a

 passcade.
o0 0 0

1 2 3

ave ik

4 5 6

om e P
8 9

sans Tow wxvz

0

Cancel

Tap Approve sign-in atthe top of

the screen

@ AUTHENTICATOR

Approve sign-in?

wl T -

mreader@countyofsb.ort

approve the reques'

By use of this system

document for more in!

Approve sign in request

@ Open your Microsoft Authenticator app and

and adhere to the County of Santa Barbara
Acceptable Use Policy See the full

e\

t to sign in.

you must agree to

formation:

/640

Tap Unlock

a

Unlock

Authenticator locked

/
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7. Enterinyour phone passcode
again
wl T -
Enter iPhone passcode for
“Authenticator”
You need to confirm your sign in with biometrics
ar passcode,
o Cc 0 O
12 3
5 ¢ ¢
J.o8 8
0
Cancel

10. Tap Authenticator app

wl T -
i Alternate phone
Securi
Office phone

These are the

o reset your

Default

notification

% Adda

g
]
=
Lost device?
< > i} m

8. Close outof the Microsoft
Authenticator App

11. Tap Add

ICT Operations Center

(805) 692 1700
M365 Learning Hub

M365 Migration Overview

9. Openup yourbrowsersession

andtap on Add method
e My Sign-ins ? °
Security info

These are the methods you use to sign into your account
or reset your password

Default sign-in method: Microsoft Authenticator -

notification Change

t Add method

N\

Lost device? Sign out everywhere

Add a method

Which method would you like to add?

Authenticator app -

Cancel Add

12. Tap Add method againtoadd a
2" authentication method

o My Sign-ins ? °

Security info

These are the methods you use to sign into your account
or reset your password

in method: Microsoft

notification Change

+ Add method

Lost device? Sign out every

Multi-Factor Authentication for iOS/Android App

N\

ywhere

> u] m
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13. Tap Alternate phone

wil T -

i
Securi

Office phone

These are the
of reset your

Default
notification

= Adda

Lost device?

16. Microsoft Authenticator
Automated System will then
call you.

We're calling +1 4143916331 now.

Back
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15. Enterin your alternative phone

numberand tap Next.

You can prove who you are by answering
a call on your phone.

Add a method
What phone number would you like to

Which method would you lik use?

United States (+1) v

I Altemate phone

Enter phone number

(®) call me I :

Message and data rates may apply.

Cancel

When you answerthe call, the
automated voice will ask you to
verify youridentity by tappingthe #
key onyourphone. Once you have
donethis verification step, the call
will automatically end.

This concludes the MFA setup for
M365 access from a mobile device.
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Setting up the Microsoft Authenticator App on Android device

Download Microsoft Authenticator on Android - YouTube

InstallIntune Company Portal App

Openthe Google Play Store app from your Android device

Search for Microsoft Authenticator

Tap install to download theapp. Once installed, the application will appear on your homescreen.

A W N

Setting up Primary (MS Authenticator) and alternate (Phone call) methods for authentication

1. Onyourphone mobile browser, navigateto https://mysignins.microsoft.com/security-info and enteryour

SBC email and tap Next.
2. Enterinyour password and tap Signin
3. Your mobile web browser will display a screen to set up the methods

Keep your account secure

Method 1 of 2 App

Microsoft Authenticator
Start by getting the app
o
choote ‘M
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Configure the Microsoft Authenticator app

1. Tapthe +signto add
account

Accounts

Let's add your first account!

For further assistance,
n the menu.

0

see the Help section

4. The Code and URL will be
automatically generated. Click
Next.

Keep your account secure

Miethod 1 of Z: App

Microsoft Authenticator

Copy and paste this
information into your app

Multi-Factor Authentication for iOS/Android App

2. Select Work or School
account

ICT Operations Center
(805) 692 1700

M365 Learning Hub

M365 Migration Overview

3. Click Next on the mobile web
browser to set up the account.

Microsoft Authenticator

5. Copy and paste the Code and
URL

6. Switch back to the Microsoft
Authenticatorapp.

7. Copy and Paste the Code and
URL from the Clipboard under Add
Account.

8. Click on Finish

& Add account

Ce=]

Start by getting the app

~
(1) phone, install the Microscft

9. You will be prompted to
approve the notification sent to
your phone. This only to test that
you are able to receive
notifications.

10. Click on Approve and Next.

Method 1 of 2 App

(]

Microsoft Authenticator

Let’s try it out

[
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Configure Phone Authentication
1. Enter your phone number. Click 2. You will receive an automated 5. Click Done.

Next phone call.

3. Tap the # key to authenticate
after following the instructions.
4. Tap Next afterthe call is
answered.

Keep your account secure
Your arganization requir o the following methods]

Method 1 of : Phone

() Keep your account secure
Your organizatic uires you to set up the following methods

Phane -

Method 1 of 2: Phone
phone 0
What phone number would you like to use?

United Stat [Enter phane nu
Phone

(®) call me

| want ta set up a different method

| want 1o set up a different method
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